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ABSTRACT
We address the problem of controlling information leakage
in a concurrent declarative programming setting. Our aim is
to define formal tools in order to distinguish between autho-
rized, or declared, information flows such as password test-
ing (e.g., ATM, login processes, etc.) and non-authorized
ones. We propose to define security policies as rewriting
systems. Such policies define how the privacy levels of in-
formation evolve. A formal definition of secure processes
with respect to a given security policy is given.

Non interference
The problem of the preservation of the confidentiality of data
is nowadays a prominent feature of computer systems. This
is especially true in a context where programs and data may
move around using communication networks. The usual the-
oretical approach of this problem, initiated by Goguen and
Meseguer in [7], uses the notion of non-interference. A great
deal of work has been done along these lines. A common fea-
ture of these works is that they consider information leakage
from a very strict point of view despite the fact that in real
world applications, such absolute non-interference proper-
ties can hardly be obtained e.g., [12]. The notion of ap-
proximate non-interference e.g., [11, 10], along with declas-
sification and other weakenings of non-interference e.g., [15,
6] have been only recently investigated. Following this line
of study, we propose a formalization in which the user may
declare its security policy. The idea is that the user may de-
clare that some functions are allowed to provoke information
leakage. We call such functions declassifying functions. This
formalization extends previous works in the expressivity of
security policies.

A typical example of declassifying functions is given by
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the password mechanisms: think of Automated Teller Ma-
chines, log on procedures (on computers, web sites with re-
stricted access...), restricted areas, PIN for cellular phones
etc. Schematically, the situation is the following: to access
secret areas one has to give the right password to a con-
troller. From a strict non-interference point of view, there
is a forbidden information leakage in such situations. In-
deed, it is possible to try all possible passwords to be finally
granted the access to the restricted area. Therefore private
information, e.g. the knowledge of the password, may influ-
ence public behavior, e.g. a hacker randomly submitting a
number may guess the password by chance.

Nevertheless, this kind of leakage has to be considered as
harmless since they are controlled through the declaration of
declassifying functions. Indeed, information leakage is only
allowed for some identified parts, namely the ones checking
the password. Note that it makes possible to define a system
policy that deters brute-force attacks: for instance the sys-
tem may become inactive after some unsuccessful attempts
(after three non valid PIN, ATMs retain the credit card).
Another example of such controlled information leakage is
the case of public key cryptography. Suppose that encrypted
data are public, since both the encryption key and algorithm
are known, it is theoretically possible to encrypt every file
of some fixed size to find out which one gives the same en-
crypted file. It is a broader version of the password verifica-
tion done in unix systems in which encrypted password are
stored and readable by anyone.

Note that this scheme is not related with cryptographic
issues. Declassifying functions simply play the role of an
interface between security levels, they are not required to
be cryptographic functions or whatsoever. It is out of the
scope of our analysis to check if declassifying functions are
really “safe” from a practical or theoretical point of view.
What we want to do is to be able to study the security of a
process with respect to a given security policy.

We want to formalize the following idea: if a function is
declared as declassifying by a security policy, we shall make
abstraction of the leakage specifically coming from the use
of this function. In other words a process is secure if the
only information leakages produced are consistent with the
declared security policy.

Execution Model
The computational model used is significant. For instance
it is well known that some programs are safe in a simple im-
perative setting and are not in a more sophisticated setting
including concurrency (see [13]).



The computational model used in this paper is a simplified
version of the one proposed in [4, 5]; we refer to these works
for a more detailed presentation of the complete model and
its implementation. Roughly speaking, a program or a com-
ponent in our framework consists of two parts K = (F, ΠR).
ΠR is a set of process definitions and F is a declarative pro-
gram, i.e., a set of formulæ (let us limit ourselves to Term
Rewrite Systems (TRS) in this paper), which we call a store.

The execution model of a component can be schematized
as follows. Processes communicate by performing actions;
they may modify common store F , i.e., by altering it in a
non-monotonic way, for example by simply redefining con-
stants (e.g., adding a message in a queue) or by adding or
deleting formulæ in F . Hence, the execution of processes
will cause the transformation of the store F . Every change
of the store is the result of the execution of an action. A
store F is used to evaluate expressions (i.e. normalization
of terms in our setting).

This execution model has a great expressivness : it in-
cludes procedure calls (and thus recursivity), unbounded
process creation and is without any restriction concerning
sequentiality and parallelism (compare with, e.g. [1], where
processes of the form P ‖ Q; R are not treated).

Security Policy, secure processes
In this section we present how to declare a security policy by
means of (confluent and terminating) rewrite systems. Nor-
mal forms of such security policies are elements of a finite
lattice representing different privacy levels of data. In the
following we suppose given although non specified such a
finite lattice of privacy levels L. Therefore for each function
f we associate a set of rewrite rules like e.g. f(π1, x) → π2,
where π1, and π2 are elements of a lattice of privacy levels.
At a first glance these rewrite rules may be seen as security
profiles for functions. Such rewrite systems define a secu-
rity policy modeling assumptions made by the programmer
about the security behavior of functions. For instance it
is sensible to declare that the result of the application of
an encryption function onto private data is public. How-
ever, it is possible to define a security policy including the
following rule id(x) → ⊥, where id stands for the classical
identity function. In this case, the security policy is some-
what clumsy since id(d), which is evaluated to the lowest
privacy level, would be a public version of any information
d (secret or not). Our aim is to provide an expressive lan-
guage to express security policies, and to give an algorithm
to check wether a security policy is fulfilled by a program or
not. The fact that a security policy is clumsy or not is out
of the scope of this paper and thus not discussed here. The
reader should notice that for each function f is associated
(at least) two rewrite systems: a classical one dedicated to
data processing (e.g., f(x) → x) and a second one defining
a security policy (e.g., f(>) → ⊥, f(⊥) → ⊥).

Apart from security policies, our aim is to give a formal
definition of secure processes (threads) in presence of a given
security policy. For that we should distinguish authorized
information leakage declared within a security policy, from
unauthorized ones corresponding to classical interference is-
sues.

This is done through a specific evaluation process in which
declassified terms are evaluated in a single store (therefore
the evaluation of a declassified term will be the same for two
different stores). We develop a notion of process equivalence

accordingly. Then it is possible to state a non-interference
like property (information may only flow from lower privacy
levels to higher ones).

A security policy, SP, is a terminating and confluent TRS
defined over the signature Σ ∪ L such that: SP introduces
no junk into L. I.e., for all ground terms, t, over Σ∪L, t!SP
(the normal form of t w.r.t. SP) is in L. SP introduces no

confusion into L. I.e., ∀τ1, τ2 ∈ L, τ1 6= τ2 =⇒ τ1 6
∗↔SP

τ2. Functions in Σ are monotonic w.r.t. privacy levels: if
∀τ1, . . . , τn ∈ L,∀τ ′i ∈ L, τi v τ ′i then
f(τ1, . . . , τi, . . . , τn)!SP v f(τ1, . . . , τ

′
i , . . . , τn)!SP

The no junk condition ensures that every data represented
as a (ground) term has a privacy level (∈ L). The no con-
fusion property guaranties that different privacy levels will
never be equated by mistake.

Consider the following example. Let Σ = {f, g, h} be
a signature consisting of three function symbols with the
following respective arities 2, 2 and 1. Let L = {⊥,>} and
⊥ v >. The following set of rules defines a security policy

SP :
f(x, y) → > g(x) → x
h(>, x) → ⊥ h(⊥, x) → ⊥ Now g(f(>,⊥)) has >

as normal form whereas g(h(>,>)) has ⊥ as normal form.

Usually privacy level is supposed to increase through com-
putation in order to avoid information leakage. Therefore
the evaluation of a function using information of privacy
level π should yield a result with a privacy level greater
than or equal to π. However, this is no longer the case
whenever one has to deal with programs which downgrade
or declassify data. In the previous example of security pol-
icy SP, function h declassifies information. Indeed the rule
h(>, x) → ⊥ depends on > privacy level and gives a result
of level ⊥. It means that this security policy allows function
h to declassify the information given in its first argument.

One feature of our approach is that it can define subtle
security policies. For instance, there are several levels in the
power of cyphers, some are unbreakable (Vernam cipher)
whereas others offer less security (Caesar cipher). There
is also the case of algorithms depending on the size of the
used key: an RSA with a 100-digits key is more reliable
than an RSA with 50-digits key. It is possible to encode
such subtleties within adequate lattice and security policy.
Think for instance of a function RSA of arity 2, where the
first argument is the key and the second the message to
be cyphered. Now consider the following lattice of privacy
levels L = {⊥,>,>1, K50, K100}:
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K100K50

�
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The idea behind this definition is that K50, K100 represent
privacy levels dedicated to keys for encryption algorithms
whereas >,>1 and ⊥ are privacy level for data to be en-
crypted. We could then give the following security policy:

RSA(>1, x) → x
RSA(K100, y) → ⊥ RSA(K50, x) → >1

RSA(>, x) → x RSA(⊥, x) → x

Notice that the three last rules are given in order to comply
with the definition of a security policy. These rules are not



supposed to be used in practice since RSA’s first argument,
the encryption key, has to be of privacy level K50 or K100.

In other words, encryption with key K100 downgrades
everything to public level (⊥), whereas encryption with a
less powerful key downgrades to a more private level (>1),
because the cypher is less powerful. The other rules are
given for the sake of completeness (security policy has to be
terminating for any argument and the result must be an ele-
ment of L). In an actual setting they are of no use since the
first argument of an encryption algorithm is meant to be a
key, and thus must have a privacy level in {K50, K100}. This
must be checked in an actual system but it is not meaningful
here.

We now introduce the notion of declassified terms. As we
said earlier a function having a security policy assigning a
level less private than its argument may declassify informa-
tion. Indeed, in some ways it depends on private data and
gives a result of a more public status. Therefore, they repre-
sent potential information flows. We identify terms poten-
tially declassifying information, i.e. terms of public status
having subterms of private status. It is possible only through
the use of declassifying functions. Let t = f(t1, . . . , tn) with
n ≥ 1 be a term. It is said to be declassified if there is
j ∈ {1, . . . , n} such that π(tj) 6v π(t), with π(t) denoting
the privacy level of t w.r.t. the security policy, or t is a
subterm of a declassified term.

Another standard notion in confidentiality is the store
equivalence up to some privacy level π. It is defined as
usual: two stores are equivalent up to π if they agree on
rules (formulae) with privacy level less than or equal to π.

Let us informally recall our aim: we want to abstract from
information leakage when they are declared in the security
policy. I.e. when the leakage is originated by a declassified
term. But we still want to prohibit other ones. To formalize
this we introduce a new evaluation process. Roughly the
idea is as follows: in the end, to ensure that a process p is
safe we will have to prove that, for all privacy level π, the
execution of p on two π equivalent stores F, F ′ will result in
two π equivalent stores. This is clearly impossible in gen-
eral when declassifiying functions are used. Indeed, one has
just to consider the following example: let the identity id
function be declared as declassifying by the security policy.
For instance suppose that the specification of the security
policy is id(x) → ⊥. Then, it is clear that two ⊥-equivalent
stores are not going to stay ⊥-equivalent after action like
x := id(PIN). Thus, we introduce a new store where declas-
sifying functions will be evaluated. The evaluation process
is now the composition of two standard evaluations on two
stores F, F ′: on one hand, non-declassified terms are evalu-
ated as usual on F , on the other hand, declassified parts are
evaluated in F ′. Therefore we define s eval(F, F ′) as the
evaluation process which computes declassified parts (and
their descendants) of a term using rules in F ′ and the other
parts using rules in F . A declassified operational semantics
based on this declassified evaluation is defined accordingly.

Let F, F ′ be two stores, and p a process term. We define
the declassified operational semantics as a transition relation
F ′
−→. Transitions are of the form 〈F, p〉 F ′

−→ 〈F ′′, p′〉 where
the standard evaluation, namely eval(F, t), is replaced by
s eval(F, F ′, t).

We are now in position to define the notion of secure
process term w.r.t. a given security policy. For that, we

introduce a notion of secure process term up to some pri-
vacy level π. A process term will be said secure up to π if its
behaviour, limited to the effect done on data having a pri-
vacy level less than or equal to π, does not depend on data
with a privacy level higher than π. Formally: a process p is
secure up to privacy π, and two π-equivalent stores F1, F2

if 〈F1, p〉 −→ 〈F ′
1, p

′〉 implies that: either ∃F ′
2 such that

〈F2, p〉
F1−→ 〈F ′

2, p
′〉 , F ′

1
∼=π F ′

2 and p′ is secure up to privacy

π and stores F ′
1, F

′
2, or 〈F2, p2〉 6

F1−→ and for all F ]
1 , p]

1 such

that 〈F ′
1, p

′
1〉 −→∗ 〈F ]

1 , p]
1〉 we have F ]

1
∼=π F2.

Thus, a process term is secure up to level π if within
its runs data with privacy level higher than π do not in-
fluence data of a privacy status lower than π (stores stay
π-equivalent) except when this leakage is authorized by the
security policy. We have modeled the hypothesis done by the
security policy by evaluating declassified terms on a single
store. Note that the apparent distinction between F1 and F2

(the definition is not symmetric) is not significant since the
definition of secure process must hold for any appropriate
equivalent stores F1, F2.

We are now able to define precisely the meaning of being
safe with respect to a given security policy. A process term
is safe whenever it is secure for all privacy levels of L: a
process p of a component is secure w.r.t. a security policy
iff for all π, all stores F1, F2 such that F ∼=π F1

∼=π F2, p is
secure up to privacy level π and stores F1, F2.

An important point to notice is that when there is no
declassifying functions declared in the security policy, our
definition of secure process amounts to the one of [3]. In-
deed, in this case it is easy to see that s eval(F, F ′) is simply
the standard evaluation eval(F, t). In other words, it is only
the declassified functions that introduce accepted informa-
tion leakage. Moreover, if there are declassified functions,
but none of them are used, then we are also back into a
situation where security is defined in line with [3].

Safety analysis
Associated with this notion of safety we have developped
an analysis algorithm based on some kind of abstract inter-
pretation (in fact an abstract operational semantics). The
abstract operational semantics defines new runs of abstract
processes. These runs collect inequations over SP terms.
Since the number of these inequations is finite, it is possi-
ble to produce the whole set of inequations for a process
term. We proved that if a security policy SP is defined such
that all inequations hold, then the analyzed process term
is secure in the sense of our definition. That is to say, no
unwanted interference happens.

The idea of our analysis is to collect the constraints com-
puted by all possible abstract executions of a ground process
term, say p. We claim that if the collected constraints are
all valid in L, then the process term, p, is secure for the con-
sidered security policy. Crucial for the termination of our
analysis is that the abstract store becomes stable during an
abstract execution, i.e., after a certain point no more new
privacy inequations are created.

Using the fact that the number of non equivalent abstract
process calls is finite, we can prove that there are no infinite
abstract runs. Since, in addition, the number of rules one
may apply is always finite, we can define the result returned
by our analysis as the collection of all reachable abstract
stores. See [2] for the detailed proof of this claim.



Discussion
We have provided a formal definition of declared interfer-
ences. Our proposition enriches traditional approaches on
security based on non-interference. With declared interfer-
ence it is possible to take into account more real-life sit-
uations like password verifications, communication of en-
crypted data through a public channel etc. These situa-
tions, to our knowledge, have not been fully addressed from
a noninterference point of view. Moreover, the definition
of a security policy as a rewriting system is a novelty. It
provides a tool to define very subtle security policies (for
instance the privacy level of an encryption mechanism with
respect to the status of the used key).

There are several recent works related to this paper [8, 14,
9] where the same problem is treated. Robust declassifica-
tion idea is that attackers may not be able to control what
information is released. It is not the same approach as ours
since we try to take into account situations where the at-
tacker may have such a control (e.g. brute force attacks on
password checking) but only using some identified functions.
Another difference comes from the fact that the analysis of
[9] is defined for simple imperative programs, that is without
concurrency while our analysis algorithm can handle concur-
rency. [8] is closest to our work, it also deals with declassifi-
cation and how one can make exceptions to the information
flow. The underlying formalization is intransitive noninter-
ference and they apply it to an imperative programming-
language with threads. In their formalism declassifications
are declared to the level of actions, and it is possible to re-
strict declassifications to certain parts of the security lattice
in the security policy. we differ from this approach in sev-
eral ways. Firstly declassifications are defined at the level
of functions, thus providing security profiles more elaborate
than the definition of a downgrading from one to another
level. Secondly, using rewrite rules to express security poli-
cies allows one to define more subtleties on security policies.
Indeed we can compute on security levels, for instance the
security level of a list may be defined as the join of the secu-
rity level of its coponents. It is noticeable that our definition
cope with the modified strong security condition of [8].

Future works include the study of the quantity of high
level information leaked to low level (in line with [11] e.g.),
which could also be declared in the security policy. An inter-
esting direction to get closer to reality is to take into account
a greater precision on security policies. For instance after
three unsuccessful password tries, the system may prohibit
a fourth try. It would imply a deeper use of rewriting rules
(real computations, not only rules on privacy levels) in se-
curity policies.
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