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Motivations ﬂ

Service d’administration d’applications
Ressources matérielles accessibles depuis une JVM
Ressources logiciels s’exécutant sur une JVM

S’inspire de SNMP

Instrumentations des ressources au moyen de
composants appelés MBean (Manageable Bean)

Adopté initialement par J2EE
et maintenant J2SE 1.5



Usage

Get and set applications configuration (Pull)

Collect statistics (Pull)
Performance
Ressources usage
Problems

Notify events (Push)

Faults
State changes



JMX 3-Level Architecture




JMX 3-Level Architecture

For Wikipedia



JMX 3-Level Architecture
Probe level




JMX 3-Level Architecture
Agent level

The main component of a JMX agent is the MBean
server.

This Is a core managed object server in which

MBeans are registered.

A JMX agent also includes a set of services for
handling MBeans.

JMX agents directly control resources and make them
available to remote management agents. 7




JMX 3-Level Architecture
Distribution level

Protocol adaptors and standard connectors make a
------------------ JMX agent accessible from remote management
applications outside the agent’s Java Virtual
Machine (JVM).

e




Probe Level

Mbean (Manageable Bean)

represents any resource (device, application, ...)
that needs to be managed

expose a management interface
a set of readable and/or writable attributes
a set of invokable operations, along with a self-description.
a set of

4 types of interface

standard MBeans
Class name’ suffix must be « MBean »
setX(V)/getX() methods

dynamic MBeans
Interface javax.management.DynamicMBean
setAttribute("X" ,V)/getAttribute("X") methods

open MBeans and model MBeans



L'interface Mbean (Maneagable Bean)




Standard MBean

statically defines its management interface through
the names of the methods it contains.

Example
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Dynamic MBean

Implements a specific Java interface
and reveals its attributes and operations at runtime.

Interface
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Dynamic MBean

Example
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JSR 255 Annotations

Motivation
Annotated POJOs can be register directly as DynamicMBeans
Standard MBean interfaces are not more !

javax.management
Description
DescriptorFields
DescriptorKey
ManagedAttribute
ManagedOperation
MBean
MXBean
NotificationInfo
NotificationInfos



JSR 255 Annotations
Example

@Description(" Cache configuration")

@MBean

@ Notificationinfo(types={" com.example.notifs.create",
"com.example.notifs.destroy"})

public class Cache {

@Description(" Cache size in bytes")
@ ManagedAttribute

int cacheSize;

public int getCacheSize() { ... }

public void setCacheSize(int size) { ... }

@Description(" Last time the configuration was changed in milliseconds since 1 Jan 1970")
public long getLastChangedTime();

@Description(" Save the configuration to a file")
@ManagedOperation(impact = Impact. ACTION)
public void save(
@Description(" Optional name of the file, or null for the default name")
String fileName) { ... }



MBean registration name

ObjectName

MBeans must be registered on the MBeanServer with a registration name
(class javax.management.ObjectName)

Syntax

domain:key-property-list

Examples
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ObjectName pattern matching

MBean could be searched with pattern applied on their ObjectName
Exemple : C<+ =2 # 4C



ObjectName convention

Remarks : Must follow some naming conventions

If the domain is empty, it implies the default domain for the MBean
Server where the Object Name is used

Object Names are case sensitive and whitespace sensitive.

Every Object Name should contain a + = key property.

This property should be different for every object type in a given
domain.

The most usual key property in addition to type is
The order of key properties is not significant.
no difference between + =. (4 ,=2 and , =24+ =. (
The domain should not contain the character slash (/)
reserved for MBean Server hierarchies ("cascading").

managed objects can be logically contained in other managed
objects
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Interface MBeanRegistration

Un MBean peut récupérer la réference du MBeanServer
qui I'enregistre en implémentant I'interface
MBeanRegistration au moment de son enregistrement.
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Remarque: Un MBean peut étre enregistré sous plusieurs
ObjectNames et par plusieurs MBeanServers

Remarque: Les adaptateurs sont généralement des
MBeans enregistrés qui implémentent cette interface



Change Notification (Push)

Motivation
Push interaction
Publish-Subscribe for MBean internal changes

Publisher
MBean implementing the NotificationBroadcaster interface

Subscriber
For instance, remote consoles, ...

Notification
represents a notification object emitted by an MBean

Subclasses :

AttributeChangeNotification, JMXConnectionNotification,
MBeanServerNotification, MonitorNotification, RelationNotification,
TimerAlarmClockNotification, TimerNotification, ...



Notification de changement (Push)

Un MBean peut notifier des changements en
Implémentant l'interface NotificationBroadcaster.
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Lors de I'enregistrement, le MBeanServer appelle
la méthode d’ajout pour propager les naotifications
aux souscripteurs (qui peuvent étre distant).



A4 -— B -

Package javax.management.monitor
(J2SE5.0

Utility MBeans to monitor (observe) other MBean
CounterMonitorMBean, GaugeMonitorMBean,
MonitorMBean, StringMonitorMBean, ...

Example
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OpenMBean

TODO

CompositeData

(interface) specifies the behavior of a specific type of
complex open data objects which represent composite
data structures.

TabularData

(interface) specifies the behavior of a specific type of
complex open data objects which represent tabular data
structures.



Virtual MBean

TODO



Remote Management Level
Connectors and Adaptors

Motivations

Protocol adaptors and standard connectors make a JMX
agent accessible from remote management applications
outside the agent’'s JVM.

Connectors

Provides the JMX API (remotly) with both pull and push
Interactions

Adaptors
Adapts to a management protocol (SNMP, ...)
Provides a man-oriented GUI (HTML, WML, ...)



Remote Management Level
Connectors and Adaptors

JMX API

....................................... I




Remote Management Level
Connectors and Adaptors

Connectors

RMI and RMI/IIOP connectors
Standard in J2SE5.0 and mandatory

JMX Messaging Protocol (JMXMP) connector
based on TCP sockets. Defined by the JSR 160

Web Services (JSR 262)
XML/RPC, JMS (Lingo), XMPP ...

Adaptors

SNMP adaptor (provided by the J2SE5.0 for the JVM MIB
(JSR163))

Web (HTML/HTTP) adaptor
Local GUI
CORBA Adaptor, AMI Adaptor for Tibco, ...



Example
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Agent discovery

Motivation
advertise and find JMX API agents (Connectors and Adaptors)
In infrastructure/adhoc networks

Remark : The Java Management Extensions (JMX) Remote API
Specification describes how you can advertise and find IMX API
agents by using existing discovery and lookup infrastructures. The
specification does not define any discovery and lookup APIs specific to
JMX technology. http://java.sun.com/j2se/1.5.0/docs/guide/jmx/overview/lookup.html#wp997349

Location protocols
Service Location Protocol (SLP)
Jini Network Technology

LDAP with JNDI
DNS-SD, UPnP (not described by the specs)



Agent discovery

Motivation

advertise and find JMX API agents

The Java Management Extensions (JMX) Remote API Specification
describes how you can advertise and find JMX API agents by using
existing discovery and lookup infrastructures.

The specification does not define any discovery and lookup APIs
specific to JMX technology.

Discovery protocols
Service Location Protocol (SLP)
Jini Network Technology
LDAP with JNDI

DNS-SD (not described by the specs)



Agent discovery
with Service Location Protocol (SLP)

Recall
SLP is a lookup service for adhoc network

Steps

The following steps summarize the procedure defined in the JMX
Remote API specification for using the SLP lookup service to
advertise and find JMX agents:

1. The agent creates one or more JMX connector servers.

2. For each connector to expose, the agent registers the address with
the SLP lookup service, possibly giving additional attributes that
gualify the agent and/or the connector, and can be used as filters.

3. The client queries the SLP lookup service, and retrieves one or
more addresses that match the query.

. Finally, the client obtains a connector that is connected with the
server identified by a retrieved address.



Agent discovery
__with DNS-SD

Direct for HTTP/HTML Adaptor
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Agent discovery
__with DNS-SD

Example with DNS-SD
New type for service:jmx:* URLsS

£ JmDNS Browser

——a

X

=

Vyhes Senices _Details

_afpovertcp._tcp.ocal. JMXConnectorOn1999 I ConnectorOnS999._ jrne_tep local.
_airport._tcp.local. JMXConnectorOn7? 777 FALAHAR] local (99945
_eppc._tcp.local, JMXConnectorOn9999 A2 80103820000

_ftp._tcp.ocal.
_http._tcplocal.

_jmx._tcp.local.

_pbresence._icp.local.
_printer._tcp.local.
_smhb._tcp.local.
_5sh._tcp.local.
_titp._tcp.local.

servicejme=rmiiindiirmiir
path=rsener

Usage : useful for JavakEE node discovery in a cluster




APl JMX

Initially adopted by the J2EE community
Now in J2SE 5.0

Packages
javax.management
javax.management.loading
javax.management.modelmbean
javax.management.monitor
javax.management.openmbean
javax.management.relation
javax.management.remote
javax.management.remote.rmi
javax.management.timer
java.lang.management



MXBean (Platform MBean)
Package java.lang.management (J2SE5.0)

Provide MBean to monitor the platform (JVM and
underlying OS)

Interfaces
ClassLoadingMXBean java.lang:type=ClassLoading
CompilationMXBean java.lang:type=Compilation

GarbageCollectorMXBean

java.lang:type=GarbageCollector,name=collector's name
MemoryManagerMXBean
MemoryMXBean
MemoryPoolMXBean
OperatingSystemMXBean
RuntimeMXBean
ThreadMXBean

Custom tabs for the JConsole 6



MXBean (Platform MBean)
ClasslLoadingMXBean Tab in JConsole

< J2SE 5.0 Monitoring & Management Console

Connection Window

servicejmx:rmiiindirmiilocalhost:000%iserver

[ Summary | Memory | Threads | Classes | MBeans | VM |

Time Range: [ Werbose Qutput

Humber of Loaded Classes

50004
Total Loaded
4 4203
4000
3000
2000
Loaded
e ———— e 4 1481
1000+
16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 17:40 17:50 18:00
Details

Time: 20035-11-20 120822
Current classes loaded: 1 491
Total classes loaded: 4 203
Total classes unloaded: z 712




Timer
Package Javax.management.timer

Utility MBean
to manage a list of dated timer notifications.

# (4 # 4 3( %&

Subscribers are notifled when a timer expires

$ #+ 4 - 4
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MLet (Management applet)

Utility to load, instanciate and register MBeans
In the MBeanServer from a (« XML ») description

Class javax.management.loading.MLet

Description:

<MLET CODE = class |OBJECT = serfile
ARCHIVE = archiveList
[CODEBASE = codebaseURL ]
[INAME = mbeanname]
[VERSION = version |
>[ arglist ]</MLET>

registered as MBean
. # $ $% 4 - ,$ 8 ' <+ = 8 %N%&
However

MLet extends URClassLoader so
No class unloading
No package dependencies resolution and No package versioning



Cconsoles

User agents to monitor (remotly) a server
Set/Get attributes
Invoke operations
Subscribe to notification
Keep histories

Consoles (general-purpose)
JConsole
MC4J
XtremJ
jManage http://www.jmanage.org/

Remarks
Custom « tabs »/plugins can be added !



JConsole (provided with J2SE since v 5.0)




JConsole 6
Example



JConsole 6
Example



JConsole 6
Example



JConsole 6
Connection

Local JVM (Java process) or Service URL



VisualVM

https://visualvm.dev.java.net/

« VisualVM is a visual tool that integrates several existing JDK software tools and lightweight memory
and CPU profiling capabilities. This tool is designed for both production and development time use and
further enhances the capability of monitoring and performance analysis for the Java SE platform.»

VisualVM includes the JConsole.



VisualVM



VisualVM



JMX RI 1.2
'adaptateur http (i)



JMX RI 1.2
'adaptateur http (i)



MC4J (http://mc4j.sf.net)

Console JMX open-source

Profiles de connexion pour la plupart des serveurs JavaEE
Tableaux de bord personnalisables (configuration XML)



Eclipse JMX

http://code.google.com/p/eclipse-jmx/

JMX console for Eclipse IDE



JMX-related JSR

JSR 3 - Java Management Extensions (JMXTM) Specification
JSR 160 - Java Management Extensions (JMX) Remote API 1.0

JSR 255 - Java Management Extensions (JMX) Specification, v 2.0
updates the JMX and JMX Remote APIs for J2SE 1.6
Annotated MBeans, ...

JSR 262 - Web Services Connector for JavaTM Management Extensions
(JMXTM) Agents

JSR 18 - JAIN OAM API Specification

JSR 22 - JAIN SLEE API Specification

JSR 77 - J2EE Management Specification

JSR 138 - Performance Metric Instrumentation

JSR 151 - J2EE 1.4 Specification

JSR 174 - Management and Monitoring Specification for the JVM
JSR 176 - J2SE 1.5 (now called J2SE 5) Release Content

JSR 163 JVM MIB for SNMP



JMX and ANT

JMX4Ant http://jmx4ant.sourceforge.net/

provides the ability to interact with JIMX MBeans from
Ant. Supports several popular IMX implementations and
J2EE servers including JBoss and BEA WebLogic
Server

Seems inactive
Jakarta TomCat JMX remote Ant (catalina-ant.jar)
Supports JSR 160



JMX and Apache TomCat

Motivation
grab some statistic data or reconfigure some aspects

Tools

JMXProxyServlet (simple)
org.apache.catalina.ant.JMX*Task

JSR 160 (RMI Connector) Tasks
org.apache.catalina.ant.mx.*

JMX remote Ant (catalina-ant.jar)

See

Catalina Functional Specifications - Tomcat MBean
Names
J 5 7JK catalina\funcspecs\mbean-names.html

Monitoring and Managing Tomcat
J 5 7K K, L(K #.,



JSR77
J2EE Management Specification

Motivations
Managed Objects
Event notification

State manageable object (SMO)
SMO states: starting, running, failed, stopping, stopped
recursive starting and stopping
Event notifications on state transition
Performance monitoring
Statitic

J2EE Management EJB Component (MEJB) (JSR77.7)
J2EE Management SNMP (JSR77.8)
J2EE Management CIM (JSR77.9)




JSR77
J2EE Managed Objects hierarchy



JSR77
J2EE Managed Objects ObjectNames

Syntax

o(, ,1<> + =" 4 ,= 4M L-> + NO4 +=' 1C
Examples
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JSR77
Statitic

J2EEManagedObject Required Stats interface
EJB EJBStats

EntityBean EntityBeanStats
JavaMall JavaMailStats
JCAResource JCAStats
JDBCResource JDBCStats
JMSResource JMSStats

JTAResource JTAStats

JVM JVMStats
MessageDrivenBean MessageDrivenBeanStats
Servlet ServletStats

SessionBean

SessionBeanStats

StatefulSessionBean

StatefulSessionBeanStats

StatelessSessionBean

StatelessSessionBeanStats

URLResource

URLStats




JSR77
Statitic (Javax.management.j2ee.statistics)



JSR77
Management EJB Component (MEJB)

Motivation

provides access to the managed object instances of all
the available managed objects in one or more
management domains

for all J2EE components (EJB, Servlet/JSP)
Interfaces
Remote : javax.management.j2ee.Management

Home : javax.management.j2ee.ManagementHome
+ class javax.management.j2ee.ListenerRegistration

JNDI subcontext
ejb/mgmt



JSR77
MEJB Management EJB Component

Example
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JSR77
MEJB Management EJB Component
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JSR77
MEJB Management EJB Component

S R (T - String test(String,int)
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JSR77
J2EE Management SNMP (JSR77.8)

MIB for J2EE servers
TODO



Non traité pour l'instant

JMX avec WS-Manangement
En relation avec le JSR 262

JSR 255

Cascading
Namespace



JMX and OSGi

Principe
Le bundle IMXAgent demarre un MBeanServer

Chaque bundle enregistre un ou plusieurs services
MBean

Le bundle JMXAgent récupere tout nouveau service
MBean

filter="objectClass=*MBean"

Le bundle JMXAgent récupere tout service de
connection ou d’adaptation

Voir MOSGiI du projet Apache Felix

http://felix.apache.org/site/mosgi-managed-osgi-framework.html



JMX and OSGi




JMX XDoclet (1)
(JavaDoc) Doclet Annotations for JIMX

XDoclet AN

tasks and subtasks

<mbeaninterface> Generates a managed operation interface for standard MBeans
<mlet> Generates an mlet descriptor file
<jbossxmbean> Generates a deployment descriptor for JIBossMX model MBeans

(XMBeans)

<jbossxmldoc> Generates documentation for an MBean in DocBook format
<jbossxmlservicetemplate> Generates JBossMX service deployment descriptors
<mx4jdescription> Generates an MBean description class for deployment in MX4J

See

http://xdoclet.sourceforge.net/xdoclet/index.html
http://xdoclet.sourceforge.net/xdoclet/tags/ijmx-tags.htmi
http://www.manning-source.com/books/walls/walls_ch09.pdf



JMX XDoclet (il

Example
package com.xdocletbook.jmx;
/**
* @jmx.mbean name="Memory:name=memoryMonitor"
* @jmx.mlet-entry archive="MemoryMonitorMBean.jar"
*/
public class MemoryMonitor implements MemoryMonitorMBean{
public MemoryMonitor() {

}
/**
* @jmx.managed-attribute description="Available memory"
*/
public long getAvailableMemory() {
return Runtime.getRuntime().freeMemory();

}
/**
* @jmx.managed-attribute
*/
public long getTotalMemory() {
return Runtime.getRuntime().totalMemory();

}
/**
* @jmx.managed-operation description="Garbage collection”
*/
public long gc() {
return Runtime.getRuntime().gc();
}
}



JMX and JBoss

Services in JBoss are (extended MBeans)
Deployed by the JBoss MicroContainer
Deployment descriptor (XML syntax)



Conclusion
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Pour démarrer rapidement
Avec le J2SE 1.5

http://java.sun.com/developer/technicalArticles/J2SE/imx.html

Charger JMX Reference Implementation
et tester les exemples
http://jJava.sun.com/products/JavaManagement/download.html

Puis pour appronfondir, le Tutoriel

http://java.sun.com/j2se/1.5.0/docs/guide/jmx/tutorial/tutorial TOC.ht
mi



Pour démarrer un peu moins
rapidement

MC4J

Console JMX GUI tres compléete
Personnalisé pour les principaux serveurs J2EE

Open-Source
http://mc4j.sf.net

MX4J

Implémentation d’agent + adapter HTTP + ... pour Javal.4 et -
Open-Source
http://mx4j.sf.net

Une autre console

XtremeJ Management Console (plugin Eclipse)
http://www.xtremej.com

Une autre implémentation JMX open source
http://www.xmojo.org/



